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TheOrigin of theCounterfeitEpidemic

AUSA

AHistorianDavid R. Johnson writes: "In the early eighteenth century,
counterfeiting in America entered a kind of golden age that would last for
roughly a hundred and fifty years.

AEU

Aln 1662, therefore, England began using machines to give coins milled edges,
like the ridges that appear on modern dimes and quarters, which make it
easier tospot clippedcoins

https://www.history.org/Foundation/journal/SummerQ7/counterfeit.cfm
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Modern Day Origin

Ahttp:// www.bing.com/videos/search?g=E+Waste+Hell& FORM=RESTAB
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Different Types & Levels of Counterfeiting

AB2B, B2Q;2C
AMoney
ADrugs
AFood
ARaw Materials
AComponents
ACyber Security
AlntellectualProperty
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Gene Quinms a Patent Attorney and Editor
and founder of P\Watchdog.com

Counterfeitingis an enormous problem for businesses all over the
world. Counterfeiters rip off name brand products, making cheap
knockoffs, easily (and conservatively) costing many hundreds of
millions of dollars each yeaAccording to the International Quality &
Productivity Center: “The count e
trade is so big that experts estimate it to be anywhere from $300

$600 billion globally ”

http://www.ipwatchdoqg.com/2011/08/14/counterfeitinga-growingworldwide-problem/id=18428

4/25/2016 PresentatiorASQ_Portland_OR_011020Rév0.1. 6


http://www.ipwatchdog.com/author/gene-quinn-2/
http://www.ipwatchdog.com/
http://www.ipwatchdog.com/2011/08/14/counterfeiting-a-growing-worldwide-problem/id=18428/

The 'fakes' industry is worth $46illion

Ahttp://money.cnn.com/2016/04/18/news/economy/fake@urses
shoeseconomycounterfeit-trade/

Brands targeted by the
counterfeit industry
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INTERPGIEd operation dismantles criminal
networks behind fake goods

08 Decembef016

LYON, FranceAn INTERPO&d operation has resulted in police across the Americas dismantling
34 criminal networks involved in the production and distribution of fake and illicit goods worth tens

of millions of dollars.

More than 650 interventions were made by police and customs officials across eight countries
during the twoweek (1- 15 October) Operation Jupiter 2016, with nearly 240 individuals arrested

or placed under investigation.

With millions of dollars in profits being made through _smu%g_ling and counterfeiting operations, the
criminal groups do not hesitate to use force in defending their networks and operational bases,
meaning many of the interventions had to be conducted with support from specialized armed riot

forces.

Food, mobile phones, toys, alcohol and electronic components were among the more than three

million fake items worth an estimated USD 93 million seized alongside drugs, guns and ammunition.
Information shared via2 4 / 7 , | NTERPOL’s secure police comn
operation is now beingnalyzeca gai nst t he Organi zation’s dat al
other criminal networks.
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Counterfeiting IntelligencBureau

CommercialCrime Services (CCS) Is a specialized division of the
International Chamber of Commerce (ICC), the world business
organization.

A Counterfeiting is one of the fastest growing economic crimes of modern
times. It presents companies, governments and individuals with a
unique set of problems. What was once a cottage industry has now
become a highly sophisticated network of organized crime that has the
capacity to threaten the very fabric of national economies, endanger
safety and frequently kill. It devalues corporate reputations, hinders

Investment, funds terrorism, and costs hundreds of thousands of
people their livelihood every year.
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Counterfeiting IntelligencBureau

ACounterfeiting accounts for between-5% of world trade, worth an
estimated $600 billion a year. It has to be stopped, and the CIB is a
focal point for those wanting to fight this growing problem

AProjecting to 2015

AOverall, these estimates imply that the upper bound of the
global value of counterfeit and pirated could be $1.77 trillion.

http://www.iccwbo.org/Advocacy-Codes-and-Rules/BASCAP/BASCAP-
Research/Economic-impact/Global-Impacts-Study/
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CounterMeasures

A US State Government

A US Federal Government

A US National Defense Authorization Acts

A SEC. 818. DETECTION AND AVOIDANCE OF COUNTERFEIT ELECTRONIC PARTS.
A http:// www.ndia.org/Divisions/Divisions/Logistics/Documents/Past%20Meetings%20and%20Projects/2012/NDAA%20FY2012%20Sec%208188# 2t ounte

A Home Landsecurity

A Fraud and Counterfeit

Writtent est i mony of | CE for a Senate Committee on Finance hearing
Business Exporters in the Digital A g e o

U.S. Immigration and Customs Enforcement (ICE) Homeland Security Investigations, National Intellectual Property Rights
Coordination Center Assistant Director Bruce Foucarta d dr ess'es | CE6s efforts to combat the
counterfeit products, and the threats to public safety and national security that counterfeit products may pose.

A https://www.dhs.gov/news/2016/06/15/written-testimony-ice-senate-committee-finance-hearing-titled-
%E2%80%9Ccounterfeit-goods

A USCustoms
A Foreign Governments
A Commercial and Consumerdustry
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Counter Measures

https://www.federalcharges.com/counterfeitidgwscharges

A In one form or another, counterfeiting has existed for hundreds of years and is still a problem today. There are two main
types of counterfeiting crimes that are commonly committed today T counterfeiting currency, and counterfeiting goods.
oth are very serious and will be charged as felonies. Additionally, the specific situation could bring even heavier _
chargesi S|mpI%/ possession a few counterfeit bills may not be charged as seriously as attempting to traffic counterfeit
goods across International borders, for instance.

A Counterfeiting Laws

A Counterfeiting laws are very strict and very serious. Counterfeiting money is still the most popular method of
counterfeiting, but is growing increasingly difficult in the US due to newly designed bills. Counterfeit documents are
usually charged as fraud or forgery instead of outright counterfeiting, but the two definitions blur together frequently in
the case of documents and in the case of goods and products.

A Clothing is regularly counterfeited, and as a result is another area of the law that is being_increasingly cracked down on.
Laws on counterfeiting are covered under Title 18, Chapter 25 of the US code. Section 471 focuses On the
counterfeiting of securities of the US, and puts forth a very harsh penalty of fines and up to 20 years in prison.
Subsequegt sections in the code focus on all other manner of counterfeiting, from obligations and securities to military
passes and more.

A Counterfeiting is a federal crime, and knowingly trying to pass counterfeit bills or goods off as real, creating counterfeit
items, trafficking them, or having any other relation to counterfeit items will result in felony charges in almost all
Il nstances. Something as simple as placing a | abel on
counterfeit charges.
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Counter Measures

https://geoffreygnathanlaw.com/counterfeiti

hargesmasachusetts

ACounterfeiting Statistics

AIN 2011 3,028people in the US were arrested for counterfeiting US
currency. Over $261 million in counterfeit cash was removed from
circulation that year. Over $121 million in 2011 was intercepted

outside of the US Iin 2011.
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Amazon's Chinese counterfeit problem Is
gettingworse

http:// www.cnbc.com/2016/07/08/amazonshinesecounterfeit
problemis-getting-worse.html

Whaleyand her husband found quite an audience, selling up to 200 units a day
for $13.99 a setBedBandlimbed into the top 200 selling products in the home
and kitchen category. That was 2013.

By mid2015, the business was in a tailspin. Revenue plummeted by half and
Whaley was forced to lay off eight employees. Her sheet fastener had been
copied by a legion of mostly Chinese knockoffs that undesetBandn price
and jumped the seller ranks by obtaining scores of reviews that watchdog

site Fakespot.condetermined were inauthentic and "harmful for real
=& consumers.”
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http://nflshop.com.christmasale.info/
http://nflshop.com.clearancedeals.vip/

? ﬁ NFLSHOP.COM.CHRISTMASALE.INFO | NFLMOBILE | o5 ]

I aeal Of I ake H CUSTOMER SERVICE | TRACKORDER | REGISTER | MY ACCOUNT 7 MY CART( OITEMS )
1i0:
@ VISA @ NFL Prefers Visa SEARCH [ Search for... m

The Otticial Online Store ot The NFL NEW ARRIVALS | CUSTOM SHOP OUTLET
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B Sign Up &Save 10%

The Real Store mg==

Collectibles Tailgating

Anttp:/www.nfish / =
p://www.nflshop.com
| | 3 PI.AYOFFS

‘/\ B
PATRIOTS SEAHAWKS )
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Threat of counterfeit parts to defense supply
chain gettingvorse

AMATHIESENes, the more sophisticated we get at finding counterfeits the
more sophisticated the counterfeiters get at producing them.
A There are 3 kinds of counterfeits:

AThe wrong part in the right packaged refur
when put in the system so the only real loss is the procurement cost.

A Product pulled from [electronic] waste that is the correct function, but is refurbished and
marked to reflect a different date code, part number, screening level, etc. These are
dangerous because they may work at room temp at least for a short time. They always fail at
the worst possible moment and may cause a loss of the system and mission.

A These are the parts that are new, look, and act just like the originals, but they may be tainted
to fail or disrupt operation. These include the clones that have been surfacing lately, which
begs the question.. what organization of <co
fabricate these parts? How can they expect to compete with the OCM manufacturer who has

amortized the engineering cost over hundreds of thousands of parts? Who is paying for the
overhead? A nation state perhaps?
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Counterfeit Detection and Mitigation
Regulations/Standards

AHttp:// www.cti-us.com/pdf/CCAR01InspectExamplesA6.pdf

Counterfeit Examples Electronic Components These examples illustrate and
supplement the inspection and test criteria in Components Technology Institute
Inc. Counterfeit Components Avoidance Program CTDARCertified *

Appendix A6, Rev E

Counterfeit Examples * Counterfeit Examples " Counterfeit Examples Counterfeit Examples
Sand Blasting More examples of blacktopping AD9012AJ

G usa = e
H AD9012A] I SRR
0435 A »
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ACounterfeiting is only being talked about!
AlLegal actions only address those directly involwéen caught!
AMajority of activity today is on Detection!

ACounterfeit Mitigation seen as a part, product, material authentication
program,NOTbusiness management issue!

Why Alibaba's Massive Counterfeit Problem Will NeveS8&/ed
http:// www.forbes.com/sites/michaelschuman/2015/11/04/alibafaad-the-40000thieves/#192a7b9d0b89

Amazon counterfeiters wreak havoc on artists and small businesses
http:// www.cnbc.com/2016/05/25/amazocounterfeiterswreak-havocon-artistsand-smaltbusinesses.htmi

Welcome tofakeBay How eBay's 'designer' bargains are just too good tore
http:// www.dailymail.co.uk/femail/articles58253/WelcomefakeBayHow-eBaysdesignerbargainsjust-goodtrue.html

Bought fake clothing on craigslist
http:// forum.freeadvice.com/onlingourchasessales87/boughtfake-clothingcraigslist587078.html
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Counterfeit Detection and Mitigation
Regulations/Standards

ASABStandards
A AS5553- CounterfeitElectronic Parts; Avoidance, Detection, Mitigation, and Disposition

A AS6081- Fraudulent/Counterfei€lectronic Parts: Avoidance, Detection, Mitigation, and
Disposition DistributorsCounterfeiElectronic Parts; Avoidance Protocol, Distributors

A AS 6174 CounterfeitMateriel; Assuring Acquisition of Authentic and Conforming Materiel

A InternationalStandards

A AS 9100 Reb

A Product safety, counterfeit parts, and human factors are the big differences between AS9100 Rev. D and
Rev. C. Theubclaus8.1.3— Pr oduct safety” has not only Dbeen

additional areas of the standard. 8.4 Count er feit parts” | i kewise ha
three additional areas of the sta#rHdNaomad.onfThumany
ct

corrective actions.” The other changes refl e
structure in AS9100 Rev. C to the ptimcheckact (PDCA) structure of AS9100 Rev. D. (See figure 2.)
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Supply ChaiAuthentication

Sample Procurement Route Examination
A What is this?

A Why Should It Be [Gter]  [sgoramer]  [Tter]  [Fouintel | Enter]
Required?

Note: Encircled Words indicate the name of the process or purchased QOOdS.
&
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Thank you!

HSSC
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